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How To Be Safe When Using the Internet or the Cloud  

Keeping your data secure has always been important but it is even more important now with 
increasing reliance on the internet and cloud based solutions.  This guide provides guidance 
on how to choose your passwords and how essential it is to back up your data. 

Be Clever with Passwords 

Passwords are designed to keep our information safe from prying eyes. They are like locks 
where a hacker may force the door and break your lock, but most of the time a strong lock 
keeps people out. However passwords can be annoying and remembering them can be 
difficult which is why we often take the easy way out and use simple passwords that we will 
not forget. But if they're easy to remember, they can also be easy to guess.  It can be very 
difficult to strike a balance between having a simple password which is easy to guess and 
having one that is so difficult to remember that it has to be written down, both of these need 
to be avoided. 

When a dot com organisation was hacked back in 2009, a security firm examined the 32 
million compromised passwords and found that thousands upon thousands of users relied 
on the same basic phrases. The password "123456" took first place with 290,731 uses, 
"12345," "123456789," "Password" and "iloveyou" were the next four most used passwords. 
If you use one of those passwords, it is suggested that you change it immediately.  

The best passwords combine letters, numbers and symbols into an unusual arrangement, 
and the longer the password the better. Do not do the most obvious and capitalise the first 
letter of the word or use the numeral "1" in place of the letter "l" or a zero in place of the 
letter "O."  If you put in a few random numbers or characters like a plus sign (+) or 
underscore (_) you will make it less easy to guess.  As a lot of passwords are cracked by 
software not people a longer password such as ‘tuesdaytomorrow’ is much harder to crack 
than ‘6%A4yc’.  The password cracking software tries every feasible combination in a 
speedy manner, so the longer the password the harder it is for the software to work out the 
combination.  A good suggestion is therefore to use a long password which combines letters, 
numbers and symbols.   Once you have a good password, what you do next is just as 
important: Do not spread it around. 

Do Not Reuse or Share Passwords 

It is bad enough that we tend to use simple, easy-to-remember passwords for our web 
logins; however we also tend to pick one or two passwords and use them again and again 
for our e-mail, banking, and everything else. This is really bad. If your password is 
compromised, someone could easily gain access to your e-mail account and change that 
password. They could then go to every site you're registered on and change those 
passwords as replacement passwords are always sent to your e-mail address. 

Use different passwords for different sites. At the very least, change the case of letters, 
symbols and capitalisation if you plan to use the same word or phrase across multiple sites. 
Your e-mail password is the most important, keep it secure and do not use it for any other 
sites. 

You can look at password safe software.  This software can help you create complex, long 
passwords, remember them for you and use them to log you in to your accounts 
automatically. All passwords are encrypted and locked behind a single master password that 
only you know. 



GPG No 26 How to be safe when using the internet or the Cloud 

 Copyright: WYCAS This Document may be reproduced in whole or in part subject to 
acknowledgement of source 

 

One last password tip is not to tell other people your passwords. Even if you trust them it is 
not a good idea. The more people who know your passwords, the greater the chances that 
those passwords could be accidentally compromised.  

Back Up Your Data 

If you store information on your computer it is so very important to perform regularly back 
up’s. A power surge, faulty hard drive, theft or other unexpected system failure could happen 
when you least expect it, and if your data is not backed up you will regret it. Backing up can 
be done to DVD’s, CD’s, Memory Sticks and Hard Drives, and now there is the cloud.  By 
using the cloud you do not need to take backups as the data is backed up by cloud provider.  
However you need to be clear on what is being backed up by your provider. 

Cloud storage solutions come in all shapes and sizes. Some offer only a couple gigabytes of 
free storage, but can be incredibly simple to use. They normally create a folder on your hard 
drive that's linked to the Web and all you have to do to upload files is drag them into the 
folder. Dropbox and SkyDrive are just two of the storage solutions around at the moment.  
The best way to back up your data is not to rely on one service, you can store files you 
access frequently in the folder on your hard drive and back up more by using one of the 
larger free service providers. However, if you are using a linked folder you still have the local 
copy if the link does go down. 

Be Alert and Safe 

Internet hazards like viruses are mostly easy to avoid.  If you access a website which looks 
risky and badly put together it should be avoided.  Email attachments from spam addresses 
should never be opened. Antivirus software should always be used and when you combine 
this with smart browsing then it is even better.  Antivirus software does not have to be 
expensive and there are a number of reliable free versions, AVG being one of them. When 
buying online or creating accounts on new web sites, make sure the site is trustworthy.   If 
you are buying from a retailer you have never heard of, do a little research on them first to 
ensure they do not have a history of losing customer credit card information to hacking 
breaches. 

Finally, be aware of what computers you are logged into. Browsers will often ask to save 
your login information and keep a login session alive as long as the browser is open. If you 
log into your e-mail account on another person’s laptop and then leave, you could still be 
logged in to those sites. If the other person is trustworthy then that may not be a problem, 
but what if you are using a public computer?   If you stay logged in to one of those, then 
anyone could gain access to your account.  Unless you are using your own computer, 
remember to log out and never save your password and user information. Browse safe, and 
with a little luck, you will never have to worry about anyone finding a single one of your 
online passwords. 

Summary 

By reading this guide you should realise how important it is to choose a good password and 
to keep it to yourself.  If you would like further guidance on what to avoid when choosing a 
password and tips on how to choose a password that you can easily remember then the 
following website gives some useful tips http://wolfram.org/writing/howto/password.html. 


